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Why Attack ?

A Defacing Website

A Sealing credit card information
A explotingserverside scripting
A exploiting buffer overflow

A and etc
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5. Launch 1. Scanning

2. Gather

4. Plan Information

. 3. Testing



Type of Attack

A Crosssite Scripting / XSS Flaws

A SQL Injection

A Buffer Overflow

A Directory Traversal

A Error message interception attack
A Web.config

A and etc




Cross - site Scripting / XSS Flaws

A Typicallyfound in web applicationswhich allow
code Injection by malicioususersinto the web
pagesviewedby other users

A JavaScriptscommonlyused

A During an attack "everything looks fine" to the
end-user

A <script></script>
A

Validateall yoursources
Filtering scriptoutput.




SQL Injection

A Executefrom addressbar, queries/
searches 2

A SELECT fieldlist FROM table
WHERHield ="$SEMAIL:

A SELECT fieldlist FROM table
WHERE field = ‘'anything' OR

X'='X";
A

Checkuserinput.

Validate and sanitize user input that
passedo database




Buffer Overflow

A Where a process stores data in a buffer
outside the memory the programmer set
asidefor it.

A
& Validateinput length.

. Checkand pay extra care on loop function which
carrydata.




Directory Traversal

A Attacker able to browse directorie
andfiles.

A Expose the directory structure of
application and often the underlyin
web serverand operatingsystem

A Eg O./Images/logoC E /6
A

Defineaccesgsight to the protected area ;
Apply checks/hotfixes o7

Updateweb serverwith patchesintimely .
manner ,,;: .
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Error Message Attack

A Basedon error messagehat show.
A Example
Yourpasswordsincorrect

Connectingto the databaseon 8 8. With 8 ..isnot
unsuccessful

Modify anddisplaycommonerror message




Web.config

A ConnectionString Information

A Example

Data Source190190200.1001433Network
Library=DBMSSOCNNitial
CatalogamyDataBaselUser
ID=myUsernamePassworég&myPassworc

Encryptyourweb.config.

aspnet_regiisexe -pef "connectionStrings
Name" "C\lnetpubwwwroot\MySite" zprov
"DataProtectionConfigurationProvide&r



Web.config (Original)

* encoding="utf-8" 7>

ctions>
onGroup name="userSettings" ="System.Configuration.UserSettin Y s ersion=
ection name="SecuringConnect Strings.Properties.Secttings™ type=" 4 Configurat 1cn.-11e
tionGroup>
onGroup name="applicationSettings"” type="System.Configuration.ApplicationSettingsGroup,
ection name="SecuringConnectionStrings.Properties.Settings™ type="System.Co fxa;ratlonw
</sectionGroup>
</configSections>
<userSettings>
<SecuringConnectionStrings.Properties.Settings>
<setting name="ConnectionString” serializeldAs="String™>
<value>data source=local;initial catalog=northwind; integrated security=true;</value>
setting>
etting name="UserName ] 4 3 String™>
<valu9>ﬂayur-!value>

ting name="?assuord”
<value>Passwordl</v
¢/setting>
uringConnectionStrings.Propertie
fuserSettxn s>
plicationSettings>
ecuringConnectionStrings.Properties.
<setting name="NachineName"™ serializelds
<value>localhost</value>
L 1ng>
pgnectionsStrings.Proper




