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Agenda

ÁWeb application setup

ÁWhy attack

ÁType of attack & countermeasure



Web Application Setup



Why Attack ?

ÁDefacing Website

ÁSealing credit card information

Áexplotingserver-side scripting

Áexploiting buffer overflow

Áand etc



Step

1. Scanning

2. Gather 
Information

3. Testing

4. Plan

5. Launch



Type of Attack

ÁCross-site Scripting / XSS Flaws

ÁSQL Injection

ÁBuffer Overflow

ÁDirectory Traversal

ÁError message interception attack

ÁWeb.config

Áand etc



Cross- site Scripting / XSS Flaws

ÁTypicallyfound in web applicationswhich allow
code injection by malicioususersinto the web
pagesviewedby other users.

ÁJavaScriptiscommonlyused.

ÁDuring an attack "everything looks fine" to the
end-user.

Á<script></script>

ÁCountermeasure:
ĞValidateall yoursources.

ĞFilteringscriptoutput.



SQL Injection

ÁSQLto manipulateÄÁÔÁÂÁÓÅȭÓdata
ÁExecutefrom addressbar, queries/

searches.
ÁSELECT fieldlist FROM table

WHEREfield= '$EMAIL';
ÁSELECT fieldlist FROM table

WHERE field = 'anything' OR
'x'='x';

ÁCountermeasure:
ĞCheckuserinput.
ĞValidate and sanitize user input that

passedto database.



Buffer Overflow

ÁWhere a process stores data in a buffer
outside the memory the programmer set
asidefor it.

ÁCountermeasure:

ĞValidateinput length.

ĞCheckand pay extra careon loop function which
carrydata.



Directory Traversal

ÁAttacker able to browse directories
andfiles.

ÁExpose the directory structure of
applicationand often the underlying
webserverandoperatingsystem.

ÁEg.Ȱ../Images/logo.ÇÉÆȱ

ÁCountermeasure:
ĞDefineaccessright to the protectedarea

ĞApplychecks/hotfixes

ĞUpdatewebserverwith patchesin timely
manner



Error Message Attack 

ÁBasedon errormessagethat show.

ÁExample:

ĞYourpasswordis incorrect.

ĞConnectingto the databaseonȣȣ. Withȣ..isnot
unsuccessful.

ÁCountermeasure:

ĞModify anddisplaycommonerrormessage.



Web.config

ÁConnectionStringInformation

ÁExample:
ĞData Source=190.190.200.100,1433;Network

Library=DBMSSOCN;Initial
Catalog=myDataBase;User
ID=myUsername;Password=myPassword;

ÁCountermeasure:
ĞEncryptyourweb.config.
Àaspnet_regiis.exe -pef "connectionStrings

Name" "C:\Inetpub\wwwroot\MySite" ɀprov
"DataProtectionConfigurationProviderȱ



Web.config (Original)


